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 Ob630p MeToa0B BbIAB/IEHUA aHOMA/IUU

* BbiaBNEeHME aHOMaNNUUN B peasibHOM
rpage




haHo: rpad G(V, E)

3apaua: HanuTM aHomanmm B G — 06bEKTbI
(pebpa, BepwmnHbl, noarpadsbl), KOTOpbie
CYLLECTBEHHO OT/IMYatoTCA OT OONbLUMHCTBA
Apyrnx o6 beKToB

AHOManuna

[

AHOManuna




AKTyanbHOCTb
= bl

* OMHAHCOBbIE PbIHKK
 ObBHapyKeHune cnama
 ObHapyKeHune Knbepartak

* AHOMaNMM B cOLMaANbHbIX CETAX, rpadax
3BOHKOB




Huulyy PaccMaTpuBaeMble noaxoabl

I =P e

—Ha oCcHOBe CTPYKTYp
—Ha ocHoBe coobulecTs (Knhactepusaumm)
—Ha ocHoBe NpU3HAKOB







* Bce meToabl, B KOTOPbIX rpad TpeHepcKnit WTab

pa3buBaeTcA Ha coobuiecTBa >
e 3aBMCUT OT NOCTAaHOBKM 3a4a4u

HekypAawmii

AHOManusA Kypawmmn




e [lna BCcex paccmaTpuBaeMblX 06beKToB rpada
BbIYMCNAOTCA HEKOTOPbIE YNCNOBbIE MPU3HAKMK
(3aBMCUT OT 3a4a4u)

* Toraga KaXabl paccMaTpmuBaeMbl OOBEKT B
rpade MOXHO NPeacTaBUTb B BUAE TOYKU B N-
MEPHOM MPOCTPAHCTBE (BEKTOP NPU3HAKOB)

* [lanee cpeamn 3TUX TOYEK HEOOXOAMMO HAUTH
Bbibpochbl (3agaua “outlier detection”)




T—H OCHOBE MPVN3HAKOB
|

[lpmn3Hakm ‘
* BepuwwuHbl (cTeneHb, nonycrteneHun, betweenness
centrality, PageRank)
* [Mapbl BepwnH (KonnyectBo obLLIMX coceaen, Bec
pebpa)
* Egonet (KonnyecTBO TPEYyro/sibHMKOB, KOJIMYECTBO
pebep)

* [pynna BepwuH (NNOTHOCTb = KOJI-BO pebep/Kon-Bo
BepLUUH, obLimni Bec pebep)




Qutlier detection

—H OCHOBeE I'Ipl?l’.'{HaKUB'!
| |

* AHaNKU3 pacnpeneneHnAa AaHHbIX
* Ha ocHOBe paccToAHUA A0 coceaen
* Ha ocHoOBe NAOTHOCTU
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—H OCHOBE NPN3HAaKOB
I

AHanus pacnpegeneHnsa AaHHbIX
pacnpea AaHH

* HanTtu ueHTp macc

* BblbpaTtb R, TaKOE YTO TOYKM Ha PACCTOAHUM
bonblue R oT ueHTpa macc byayT o
PACCMATPUBATLCA KaK BblOPOCHI

AHOManuu

i
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Ha ocHoBe paccTosiHus A0 coc
RO N T -

—H OCHOBE NPN3HAaKOB
I

* /1Ba OCHOBHbIX NOAX0AQA:

— AHanuns cpegHero pacctoaHma oo k
bamkanwmnx cocegent (KNN)

— AHanu3 Konmnyecrtsa coceneu B
pagnyce € (DB (g, m))
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—H OCHOBE NMPN3HaKOB
| |

Ha ocHoOBe nfIoTHOCTM
e b 1

 CpaBHeHMe NJAOTHOCTM TOYKM C MJIOTHOCTAMMU
coceaen

 MeToa Ha OCHOBE AUCTaHLMIM nmeeT npobaemsl C
Pa3/IMYHbIMU MJAOTHOCTAMM

AHomanua?

\




e NaHo: G(V, E, W) — B3BeLWleHHbIN
OPUEHTUPOBAHHbLIN rpad

e 3a4a4a: HaUTKU aHOMa/bHble pebpa B G
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uug)  Scala + Spark

| I | |

* Apache Spark — ¢penmBOpPK C OTKPbITbIM MCXOAHbIM KOAOM A/15
peanusaummn pacnpeaenéHHom o6paboTKM HECTPYKTYPUPOBAHHbIX U
CcNaboCTPYKTYPUPOBAHHbIX AaHHbIX

Spark MLlib

Streamingll (machine
learning)

Apache Spark

Soark
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i

L_ Knactep «AHrapa-K1».

il

24 BbIYUCAUTENbHbIX Y3Na

— Supermicro SuperServer 5017GR-TF
— 2 npoueccopa Intel Xeon E5-2630 (LGA2011, 6 sgep, 2.3 I'u)
— 64T1b
* 12 BbIMUCAUTENDbHDIX Y310B
— Supermicro SuperServer 5017GR-TF
— npoueccop Intel Xeon E5-2660 (LGA2011, 8 agep, 2.2 'Tu)
- 64716

* CeTb «AHrapa»
— Apantep EC8430, Tononorna 3D-top 3x3x4
— CobcTtBeHHada peanmsauna SHMEM
— MPI: MPICH 3.0.4

* OnepauynoHHaa cuctema

— SLES 11 SP4, Linux 3.0.13-0.27-default
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Huuflyy MeToa Ha oCHOBE CTpY

l N ||

e Nlna Kaxaoro pebpa rpada y BepLUMHbI-
oTnpaBuUTeNA Bblaensem egonet

* lyctb B i-om egonet N; BepwnH u E; pebep

* Ecam a < F(N,,E;) < B, TO pebpo HopmanbHoe,
MHa4ye — aHOMalbHOoe

oTnpaBuUTeNb

AL

egonet
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3eTo.q Ha OCHOBE CT[
HULLE:Yp '
| |

PacnpeneneHue
P.D._i_

* F(N,E) = logy(E)

* CopTtmnpyem pebpa no
3TOU MeTPpUKe

* AHanusnpyem
pacnpeaeneHue

* MNMoabupaem rpaHnLpl
ANA BblaeneHus
aHOMaNnmn

YKTYP/MPU3HaKOB

9
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Huuiay Meton Ha OCHOBE COOOLLECTB

| I || B |
 PasbuBaem G Ha HenepeceKawLwmecsa coobLlecTsa
(LabelPropagation)

o [lns Kaxgoro pebpa paccMoOTpUM pasmep
coobLecTBa, B KOTOPOM HaXxoAUTCA BepLUNHA-
oTNpaBuUTeNb
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PacnpeneneHnue |
p'q—l_,

 Coptupyem pebpa no .
pasmepy coobuwectea =
BEPLUMHbI-OTNPaBUTeNA £
* AHanusunpyem gzooo
pacnpegeneHue 2 oo
* MNopbupaem rpaHunLbl "glmoo
ANA BblAeNeHUA -
aHOMaNnK 0 _ —

0 1000 20‘00 30‘00 4000 5000
Edge number

[MpumeyaHue: Te e camble pebpa, YTo M B Npes. MeToae 20




tuutay MeToad Ha oCHOBe NMpU2HaKoB

. | |

* [1nAa KaxXXporo pe6pa Bblincndem n HNC/10BbIX
NMPMN3HAKOB

* Tenepb pebpa MOXKHO NPeaAcTaBUTb KaK TOYKM
B N-MepPHOM MPOCTPaHCTBE

* Nwem BblibpOChl ¢ nomoubio metoaa LOF
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eTo.q Ha OCHOBE NPV3HAaKOB
I

[pusHaku (Bcero 37) !
 [lna oTnpasuTena u noaydartena:
— CreneHb, NosiycTeneHb Ncxoaa, 3axoaa
— [na sepwunH B R=1

* Kon-Bo BepWwunH

* MwuHMManbHaA, MakCMMaibHaA U cpegHAA CTeneHb, NoNyCTeneHb 3axoaa
M noaycrteneHb Ncxoga

* Ko0/1-BO BEPLUNH-BY/IKAHOB, BEPLUNH-YEPHbIX Ablp, OcTaBWwuxcs (06bIYHbIX)
BEPLUUH

— [nAa pebep B egonet
* Kon-Bo pebep

 Cymma BecoB pebep

* Bec pebpa 22




eTop, Ha OCHOBE NMPW3HAaKOB
I

Local Outlier Factor, LOF
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PacnpeneneHue
P.D._l_r

e [lna Kaxkaporo pebpa >
nosay4ymnm sHadeHune LOF

eTo.q Ha OCHOBE NPV3HAaKoOB
I

40 +
 Coptupyem pebpa no
3TOU METPUKe 30|

LOF

* AHanusumpyem
pacnpepeneHue
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BblAE/IeHNA aHOMa UM

* [Mopbupaem rpaHuLbl ANA o A

0

0 1000 2000 3000 4000 5000
Edge number

MpumeyaHue: Te e camble pebpa, YTo M B Npes. MeToaax 2




| Pésyn LTaT |
AN || N

* [lepBbiKt noaxon (n1oTHOCTL egonet): 450
aHomanum (9%)

* Bropou noaxopn (LabelPropagation): 6 aHomannm
(0,12%)

* Tpetun nogxop, (npusHakmu+LOF): 200 aHomanmnm
(4%)

* Pasmep nepecevyeHuna 1-ro un 3-ro noaxoaos: 47
pebep
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* bblan paccmoTpeHbl TP METOAA BbIIBNEHUSA
aHOMaNnKn B rpadax

* OKono 12% paHHbIX BblABNEHbI KaK
aHOMaJ1bHbIE

* TpebyeTca nx ganbHenwaa nHTepnpeTauma

HacToawue nccneposaHma NnpoBogATca npyu GMHAHCOBOM noaneprkke MuHuctepctea o06pa3oBaHuUA

n Haykun Poccuiickoit Pepepaummn. YHUKanbHbIN ID NpuKNagHbIX HayYyHbIX UcCaefoBaHMM (NpoeKTa)

RFMEFI57816X0218. OTBETCTBEHHOCTb 33 NPEACTaBAEHHble AaHHbIEe, Pe3yabTaTbl M BbIBOAbI HECYT

NCKNIOYNTENbHO aBTOPbI UCCNeA0BAHUA. 26




Cnacunbo 3a BHMUMaHue!




